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Functions of Operating System

JProvides abstraction from hardware

dHandle many complex tasks
dMemory management
UProcess management
(Handling deadlocks
UFile system support
UMultitasking
Multi user support



What Can Go Wrong ?

dConsider a situation where there is shortage of systems in
school of CSE

If you are asked to share same PC with your peers
dWhat do you want to do

dUsers have different level of access
(JBased on role

dMultiple users and multi tasking requires a level of
protection
(dOne user from interfering other users
dOne program from interfering other users

dSharing of resources
dOptimization



Organization of Computer Hardware
and Software

JHardware
LMany devices
(JEach device has a driver
Provides APIs to access

dKernel
UHeart of OS
Manages the low level h/w resources

(Non essential component of OS
UPrinting program

dUser application
(JAccess the service provided by OS
USystem calls
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Process

JKernel defines the notion of a process

JPrograms are stored in persistent storage

(JCan multiple copies of same program run simultaneously ?
dTime slicing

JProcess tree

JFork system call

dParent and child
JPeers

dIn Linux system init is the root of process tree

dMeaning all other processes are created by it
dits PIDis O



Process Privileges

dTo grant appropriate access restrictions on the process
operating system associates privilege information to a
process

dThis privilege is same as privilege of user who is running the
process

(JEach process has a user id called uid, group id gid

dThe uid is a number between 0 to 32767 which uniquely
identifies each user

dTypically uid 0 is assigned to the root user
dSimilarly gid is also a number in the same range

JEffective user id eid is the user id whose privileges are used
to access a resource



Inter-Process Communication

[ File
 Pipes
J Sockets



File System

 File System: An abstraction of how the external, nonvolatile
memory of the computer organized.

 File hierarchy
1 Folders and directories

1 Concerns
O Who should access what ?
O Who should execute what ?
[ Prevent one file content going to another



File Ownership and Permissions

(JPermissions:
(JAssigned to each file/directory
dProvides security

L Ability to manage users and their files.
(Needed to access file/directory
JUsually granted to groups

QIn multi-user operating systems like Linux, access is given only to
authorized users
Super (root) user:
(JHas special privileges —
QOln a sense owns everything
(JCan change file ownerships
JBypass permissions that owner of file may have set
(JUses root account to provide administrative functions



File Ownership and Permissions

dUnix systems treat everything as a file
dSpecial files

(dDevices- a piece of hardware either part of system or an external
unit
dSockets- a means of communicating with other processes
(JPermissions can be of
JRead
dWrite and
JExecute



Sticky Bit in Unix

L Sticky Bit: Mainly used to avoid some other user deleting a file though she
has a write permission on the folder

QIf Sticky bit is enabled on a folder, the folder contents are deleted by only
owner who created them and the root user.

This is a security measure to avoid deletion of critical folders and their
content(sub-folders and files), though other users have full permissions.

Setting sticky bit
Uchmod +t /opt/dump/
U+t indicates sticky bit setting\
dCheck sticky bit
Qs —I: a t will appear in the listing
dRevoking sticky bit
UdChmod -t /opt/dump/





